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Abstrakt/ Abstract: Tato prace se zaméfuje na jeden ze dvou hlavnich zplsobl navrhu
booleovskych funkci, obecné na heuristické vyhledavani pomoci
evolu€nich algoritmd a konkrétné na genetické programovani. Nejprve
ukazuje, Ze tuto Ulohu je mozné snadno paralelizovat na vice procesorech
pomoci ostrovniho modelu i modelu zaméstnavatel-pracovnik. Dale
zkouma nékolik variant genetického programovani (stromoveé, kartézské
a linearni), aby ukazala, ze jsou pro feSeni této ulohy vhodnéjSi nez
ostatni typy evoluénich algoritmu, a Ze vSechny ftfi tyto varianty jsou
konkurenceschopné. Zadné z nich neni striktng lepsi neZ ostatni a jeji
idealni vybér zavisi na tom, jaka konkrétni podmnozina kryptografickych
vlastnosti je od navrhované funkce vyzadovana. Pro ovéfeni spravnosti
téchto zavérl byl proveden néavrh nékolika typu jedno-vystupovych
kryptograficky spolehlivych booleovskych funkci, s vyuzitim v proudovych
Sifrach, a maskovacich funkci, poskytujicich ochranu proti utokim
postrannimi kanaly. Zavérem prace také ukazuje, Zze evolucni navrh
booleovskych funkci Ize zkombinovat s metodami z druhého hlavniho
zpUsobu jejich navrhu, zndmymi jako algebraické konstrukce. Za timto
ucelem byl navrzen novy, sémanticky geneticky operator mutace pro
navrh jednoho konkrétniho typu booleovskych funkci, znamych jako
ohnuté funkce, ktery vedl k masivnimu zlepSeni efektivity jejich
navrhu./ This thesis focuses on one of two main approaches to designing
Boolean functions a heuristic search via evolutionary algorithms, in
general, and genetic programming, in particular. First, it shows that the
task can be easily parallelized on multiple processors, via an island or
employer-worker model. Next, it examines multiple variants of genetic
programming (tree-based, Cartesian, and linear), to show that they are
more suitable for this task than other types of evolutionary algorithms and
that all three of these variants are competitive. None of them is strictly
better than the others, and the ideal choice depends on the specific subset
of required properties. To verify these observations we design multiple
types of single-output cryptographically sound Boolean functions, usable
in stream ciphers, and masking functions useful for defense against side-
channel attacks. Lastly, the thesis shows that the evolutionary design of
Boolean functions can be combined with the other main design approach,
known as algebraic construction. To do this, we propose a new semantic
genetic mutation operator for the design of one specific type of Boolean
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functions, known as bent functions, which resulted in a massive
improvement in the efficiency of the design process.
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