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Abstrakt/Abstract: Prace se zabyva tématem bezpecnosti a soukromi v kontextu internetu
véci. Zaméfuje se zejména na bezdratové sité urené pro zafizeni
internetu véci, konkrétné LoRaWAN, Zigbee a Bluetooth Low Energy.
Bezpecnostni slabiny a zranitelnosti téchto siti jsou podrobné
analyzovany a je navrZzen bezpecnostni monitoring na zakladé
frameworku NEMEA. Pro monitorovani siti Bluetooth je pfedstaven novy
princip, ktery je podrobné rozebran od teoretického navrhu az po
experimentalni ovéfeni a pfipadné vylepSeni na produkéni uroven. Déale
je v préaci pfedstaven navrh zabezpeceni proprietarni sité IQRF, ktery je
soucasti jejiho nového standardu. Tento névrh vychazi z vy3e uvedené
analyzy bezpeCnostnich slabin a vyrazné zvySuje bezpecnost této
celosvétové pouzivané sité. V neposledni fadé se prace zabyvéa otazkami
ochrany soukromi analyzou pfenosu dat ¢ty bran internetu véci uréenych
pro doméci pouZziti. Zkouma také mozné metody anonymizace zafizeni
loT v rlznych typech siti, identifikuje problémy a navrhuje budouci sméry
vyzkumu./ The thesis explores the topic of security and privacy within the
context of the Internet of Things. It particularly focuses on wireless
networks designed for loT devices, specifically LoRaWAN, Zigbee and
Bluetooth Low Energy. The security weaknesses and vulnerabilities of
these networks are analysed in detail and a security monitoring based on
the NEMEA framework is proposed. A novel approach for monitoring
Bluetooth networks is introduced. This approach is discussed in detail
from theoretical design to experimental validation and eventual
enhancement to production level. Furthermore, the thesis outlines the
security design of the proprietary IQRF network, which is part of its new
standard. This design is based on the aforementioned security weakness
analysis and significantly improves the security of this globally used
network. Finally, the thesis addresses privacy concerns by analysing the
data transmission of four loT gateways designed for home use. It also
explores potential methods for anonymising loT devices in various
network types, identifying challenges and suggesting future research
directions.
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