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Abstrakt/Abstract: Programovatelna hradlova pole (FPGASs) jsou hojné vyuzivana pro svuj
vypoCetni vykon, av3ak jejich nachylnost k porucham zpisobenym radiaci
pfedstavuje vyzvu zejména ve vesmirnych aplikacich. FPGA mohou byt
vyuZita pfi zpracovani nashromazdénych dat pfi zkouméani vesmirnych
téles b&hem nejriznéjSich vesmirnych misi. Tato prace se zabyva
vyuzitim rekonfigurace pro zotaveni se z poruch konfiguraéni paméti
FPGA. Rekonfigurace je vyuzita k opravé poSkozenych modull v
odolném systému zalozeném na tfi modulové redundanci (TMR). Pro
navrhafe odolnych systémd je dllezité rychle odhadnout odolnost
navrhovaného systému v prostiedi jeho zamysleného nasazeni. Proto
jsme vyvinuli simulaCni nastroj pro odhad odolnosti systéemu v
nepfiznivém prostfedi. Odolnost systému zalozeného na TMR s
rekonfiguraci je ovlivnéna poruchovosti a dobou potfebnou k opravé. Za
parametry nastroje pro odhad odolnosti jsme proto navrhli nachylnost
FPGA k porucham konfiguraCni paméti a ¢as potfebny k opravé TMR
modulu. N&s nastroj je zaloZen na zavislosti mezi odolnosti systému,
Cetnosti poruch a dobou nutnou k opravé. Pochopeni, jak se doba
rekonfigurace méni s velikosti modulu, je z&sadni pro optimalizaci
odolnosti systému. Z experimentalné pozorované nelinearni zavislosti
mezi témito parametry jsme odvodili, Ze doba rekonfigurace ma
vyznamnéj$i vliv na odolnost v prostiedich s vysSi frekvenci poruch.
Pfesnost navrzeného nastroje je ovéfena na realném systému, kdy jsou
umeélé poruchy injektovany pfimo do konfigurani paméti FPGA. Déle se
tato prace zaméfuje na zlepSeni odolnosti proti porucham samotného
fadi¢e rekonfigurace. Odolnost fadi¢e je vyhodnocena identifikaci jeho
kritickych bit(, tj. specifickych bitd konfiguraCni paméti, jejichz zména
vede k selhani. StéZejnim vlastnosti odolného fadiCe rekonfigurace je
jeho schopnost samocinné opravy rekonfiguraci. V této praci je takovy
fadi¢ navrzen a dUkladné testovan injektazi umélych poruch do
konfiguraéni paméti FPGA, aby se vyhodnotila odolnost proti porucham
celého systému. Vyhodnocovaci systém zahrnuje benchmarkové obvody
a fadi¢ rekonfigurace, coz umoziuje analyzovat vliv fadi¢e na zivotnost
celého systému. Samo opravny fadi¢ vZdy prodlouzil Zivotnost odolného
systému na jednom FPGA a dosahl az 69 % narUstu odolnosti ve srovnani
s obvody pouze v TMR./ Field-Programmable Gate Arrays (FPGAs) are
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widely utilized for their computational power, but their susceptibility to
radiation-induced faults poses a significant challenge, especially in space
applications. FPGAs help process data collected from various instruments
during space missions to explore celestial bodies. This thesis addresses
the crucial issue of mitigating faults in FPGA configuration memory using
reconfiguration mechanisms. Reconfiguration is used to repair a damaged
modules in a resilient system based on Triple Modular Redundancy
(TMR). For designers of resilient systems, it is crucial to quickly estimate
the resilience of a proposed system in its deployment environment.
Therefore, we have developed a simulation-based tool to estimate system
resilience in harsh environments. The resilience of a TMR-based system
with reconfiguration is primarily affected by fault rate and repair time. As
key parameters for the estimator, we proposed the susceptibility of the
FPGA to configuration memory failures and the time required to repair the
TMR module. The tool analyzes the correlation between system
resilience, failure frequency, and repair time. Understanding how
reconfiguration time varies with module size is essential in optimizing
system resilience. From the experimentally observed nonlinear
dependence between these parameters, we deduced that reconfiguration
time has a more significant impact on resilience in environments with
higher fault frequencies. The accuracy of the proposed estimation tool has
been validated on a real system by injecting artificial faults into the FPGA
configuration memory.We further focus on improving the fault tolerance of
the reconfiguration controller itself. The controller’s resilience is evaluated
by identifying its critical bits---specific configuration memory bits whose
change leads to failures. A pivotal feature of a resilient reconfiguration
controller is its ability to self-repair through reconfiguration. In this thesis,
such a controller is designed and rigorously tested by injecting artificial
faults into the FPGA’s configuration memory to evaluate the fault
resilience of the entire system. The evaluation setup includes benchmark
circuits and a reconfiguration controller, allowing us to analyze the
controller's impact on the overall system’s lifespan. The self-repairing
controller consistently extended the lifespan of the resilient single-FPGA
system, achieving up to a 69 % increase compared to circuits that only

utilize TMR.
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