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Abstrakt/Abstract: Neustale se zvysujici rychlost sitovych linek zvySuje pozadavky na
vykonnost systému zajistujicich zabezpeceni a monitorovani sité,
zejména Intrusion Detection System (IDS). Systémy IDS provadsji
hloubkovou kontrolu paketi a detekuji sitové hrozby pomoci sady
pravidel obsahujici velké mnoZstvi vzorl. Vzhledem k vysoké vypocetni
naroCnosti musi systémy IDS vyuZivat hardwarovou akceleraci, aby
dosahly propustnosti 100 Gb/s. Vyhledavani vzorl v sitovém provozu je
vypocetné nejnaroCnéjSi Casti zpracovani pakett v IDS a byva proto
obvykle hardwarové akcelerovano. Soucasné hardwarové architektury
vSak pouzivaji masivni replikaci paméti a datovych struktur a mohou
podporovat pouze malé sady vzorl. Pro podporu velkych sad pravidel
mohou rychlé aproximované pre-filtry pfedzpracovat sitovy provoz a
vyrazné snizit zatéz na nasledujici pfesné vyhledavani vzord realizovani
v softwaru nebo hardwaru. Tato prace se proto zabyva navrhem vysoce
efektivni architektury pre-filtru zalozené na hashovani, ktera nahrazuje
slozité vyhledavani vzor( podstatné jednodus§im vyhledavanim kratkych
fetézcl. Pre-filtr provadi vyhledavani pomoci nékolika paralelnich
hashovacich funkci a vhodné sdilené sady pamétovych bloku
uchovavajicich kratké fetézce. Diky absenci replikace obsahu paméti jsou
efektivné vyuZivany hardwarové prostfedky. Architektura dosahuje
vysoké miry pre-filtrace, podporuje velké sady pravidel a jeji propustnosti
je Skélovatelnost na stovky Gb/s. Kromé toho prace déle pfedstavuje
optimalizace zamérené na zvySovani efektivity vyuziti hardwarovych
zdroju a ukazuije jejich pfinos pro open-source systém akcelerujici IDS
Snort - Pigasus. Navrzeny koncept hardwarové architektury je navic
pouZit v hardwarové akcelerovanych zafizenich pro zabezpeceni a
monitorovani siti pouzivanych Ministerstvem vnitra CR a byl také
komercializovéna firmou BrnoLogic./ Constantly increasing speeds of
network links push up requirements on the performance of network
security and monitoring systems, especially intrusion detection systems
(IDSes). IDSes perform deep packet inspection and detect network
threats using a ruleset with many signatures. Due to high computation
complexity, IDSes must use hardware acceleration to achieve wire-speed
100 Gbps throughput. Pattern matching - the most computationally
intensive part of packet processing in an IDS - is usually accelerated in
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hardware. However, current hardware architectures use massive
replication of memories and data structures and can support only small
sets of signatures. To support large rulesets, fast approximate pre-filters
can sift the network traffic and significantly decrease the load of further
exact signature matching in software or hardware. Therefore, this thesis
deals with designing a highly efficient hash-based pre-filtration
architecture that replaces the complex signature matching with a
significantly simpler short string matching. The pre-filter performs the
matching by several parallel hash functions and a suitably shared set of
memory blocks storing short strings. Due to the lack of memory
replication, hardware resources are efficiently utilized. The architecture
achieves a high level of pre-filtration, supports large sets of signatures,
and its throughput is scalable to hundreds of Gbps. In addition, the thesis
further presents optimizations focused on efficient hardware resources
utilization and shows their benefits for an open-source IDS Snort
acceleration system, Pigasus. Moreover, the proposed concept of
hardware architecture is used in hardware accelerated network security
and monitoring devices used by the Ministry of the Interior of the Czech
Republic and has been commercialized by BrnoLogic company.
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