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Abstrakt/Abstract: DisertaCni prace se zabyva tématem monitorovani a bezpecnosti

vysokorychlostnich pocitaovych siti. Zaméfuje se na optimalizaci
aplikaci pro bezpecnostni monitorovani sité pomoci programovatelné
datové cesty. Vyuziva specifickych vlastnosti sitového provozu, flexibility
programovatelnosti datové cesty a implementuje fadu hardwarovych
architektur a algoritmi odpovidajicich pozadovanému zpracovani
sitového provozu. V ramci prace byl navrzen novy koncept flexibilni
akcelerace monitorovani sité a detekce Skodlivého provozu zalozeny na
tézkych tocich, pfistup udalostmi fizené detekce vyznamnych shluki
sitového provozu a specifickd agregace sitového provozu zaloZena na
principu klouzavého okna a extrakce pfiznaku pro ochranu proti DDoS
utokum. Vytvofené architektury vyuzivaji pravdépodobnostni datové
struktury a techniky pro dosaZeni vysoké miry uspésnosti detekce, vysoké
propustnosti a nizkych naroku na hardwarové zdroje. Navrzené pfistupy
jsou demonstrovany pro ffi rizné aplikace: (1) monitorovani sité na bazi
sitovych tokd, (2) vestavéna detekce sitovych udalosti a (3) potlaceni
DDoS Utok( v realném &ase. Vysledky vyzkumu pfinaSi vyznamné
Zlepdeni v oblasti bezpe&nostniho monitorovani sité. Rizena pedfiltrace
paketl znacné snizuje mnozstvi sitového provozu, ktery musi byt nutné
analyzovan, a dosahuje tak vy$Si propustnosti. Pfistup zalozeny na
udalostmi fizené detekci udalosti feSi problémy se Skalovatelnosti
aplikaci a snizuje rezii komunikace mezi datovou a fidici cestou. Ve
srovnani s ostatnimi state-of-the-art pfistupy redukuje mnozstvi Fidici
komunikace o vice neZ dva fady. Predstavené implementacni vysledky
prace jsou navic integrovany jako soucast systému DDoS Protector, coz
je akcelerované feSeni ochrany proti DDoS, které bylo jako vysledek
vyzkumu komercializovdno a v souCasné dobé chrani ceskou
akademickou sit./ The dissertation thesis deals with the topic of high-
speed network monitoring and security. It focuses on optimizing network
security monitoring applications using programmable data planes. It
exploits the specific network traffic characteristics, the flexibility of network
data plane programmability and proposes multiple hardware architectures
and algorithms corresponding to the required network traffic processing.
The thesis introduces a new concept of flexible heavy flow-based
acceleration for network monitoring and intrusion detection, an event-
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trigged push-based approach for detecting high-volume traffic clusters,
and specific window-based network traffic aggregation and feature
extraction, particularly for DDoS defense. The architectures use
probabilistic data structures and techniques to ensure high detection
performance and throughput with low resource requirements. The
investigated concepts demonstrate the network data plane optimizations
for three different use cases: (1) the flow-based network monitoring, (2)
in-band network events detection, and (3) real-time DDoS mitigation. The
research findings brought significant improvements in network security
monitoring. Informed packet pre-filtering considerably reduces the
amount of network traffic to be analyzed and achieves higher throughput.
The event-triggered approach addresses application scalability issues
and reduces data-control plane communication overhead. Compared to
the other state-of-the-art solutions, the event-triggered approach can save
a significant amount of control plane traffic of more than two orders of
magnitude.  Furthermore, the presented implementation results are
utilized in DDoS Protector, an accelerated DDoS protection solution that
has been commercialized and protects the Czech academic network.
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