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INTRODUCTION

The purpose of this habilitation thesis is to provide a unified description of cryptographic primitives

used for the digital identity protection and to summarize the author’s results achieved in the field of

the design of digital identity protection schemes.

The text contains new proposals of protocols for secure authentication, access control and privacy-

sensitive data transfer. The proposals of protocols contained in this thesis, as well as author’s

other past results, have a common feature: they are constructed using the modular composition of

fundamental functional blocks, so called primitives. By the combination and parametric settings of

the primitives, novel systems are constructed. The main unifying aspect of all schemes proposed in

this thesis, besides the focus on digital identity protection, is the usage of the same building blocks,

particularly the proofs of knowledge about discrete logarithms.

The proposals of new cryptographic systems are not the only contribution of this thesis. The text

contains also a comprehensive overview of the current state and a deep analysis of primitives used

not only in our proposals but also in most modern cryptographic schemes. The analysis contains the

description of primitives including their security aspects and potential usage. The text is intended

to work as a study material for teaching modern cryptography.

The text is structured in a way that a reader obtains the basic theoretical knowledge about

fundamental building blocks in the first chapters. Next, the overview of the current state in digital

identity protection is provided. This knowledge is later used for explaining the construction of

privacy-enhanced schemes. The examples of using the primitives in novel schemes proposed by the

author are provided in the latter sections. The expected pedagogical aim of this thesis is that the

broader theoretic background together with practical examples will allow readers to understand the

principles of the usage of modular proof of knowledge protocols and to obtain the ability to construct

own systems. It is expected that parts of the material will be used in the courses of the Information

Security study program at Brno University of Technology, where the author is involved.

The habilitation thesis covers the digital identity protection merely from the technical perspective.

However, it is very important to note that practical systems are always based on the combination

of technical and non-technical instruments. It would be a huge mistake to omit, for example, le-

gal, social or economical aspects. This overlap of disciplines is respected in both pedagogical and

scientific activities of the author. Yet, this thesis provides only technical solutions due to author’s

specialization.
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1 THESIS OVERVIEW

This chapter contains a brief overview of the thesis. We present the motivation for writing this text

in Sec. 1.1 and the goals we are aiming at in Sec. 1.2. The contribution to current state and the

relation to author’s past work is described in Sec. 1.3. Finally, the structure of the text is analyzed

in Sec. 1.4.

1.1 Motivation

The role of cryptography in modern communication systems is crucial. As the number and variety

of electronic services grow, the need for better protection is becoming more and more urgent. New

technologies, such as social networks, cloud computing, smart metering or wearable devices, are

already there, ready for usage. Despite the fact that many services, and thus our activities, are

moving to an electronic space, the protection of digital identity is weak. There were many stories

about identity thefts, private data leaks or unauthorized tracing of people presented in both mass

medias and scientific publications. The ubiquitous communication devices, easy-to-access social

networks and cloud services make the protection of digital identity even more actual topic.

Cryptography has been traditionally the solution to many security-related problems in the infor-

mation and communication technologies (ICT) area. There are well-known solutions that fulfill the

traditional demands, for example on data confidentiality and authenticity. Such solutions, based on

technologies like RSA [45], DSA [40], DH [34] or AES [23], are using cryptographic primitives that

are known mostly since 1980’s. However, the development in cryptography was ongoing in recent two

decades and many new concepts and schemes have appeared. Many of these concepts are particularly

suitable for digital identity protection. The new cryptographic schemes, such as group signatures

[31], anonymous attribute-based credentials [30] or provable identification systems [35], couldn’t be

designed without recent advances in cryptography.

While the classical cryptography protecting confidentiality and authenticity is present almost

everywhere, the outcomes of modern cryptography are less frequently used in practical systems. One

of the domains, where the recent cryptography results might play an important role, is the privacy

and digital identity protection. Being already included in national plans and strategies [47, 41],

privacy-enhancing technologies represent an important next step in ICT security. The main focus

of this text is on the fundamental cryptographic technologies used for digital identity protection,

their composition into systems and finally their implementation aspects. By covering these topics,

we want to support digital identity protection, in particular help readers understand the underlying

concepts and contribute to this field by proposing novel solutions.

1.2 Goals

This text has the ambition to provide readers with the basic background necessary to understand

modern digital identity protection systems, describe the state of the art in this area and propose new

cryptographic schemes with novel or improved functionality. In addition to the chapters focused on

theory, that constitute the majority of the text, a chapter about practical implementation aspects of

modern cryptographic systems is included. The goals of the thesis are summarized below.
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• Explain and provide study resources on the fundamentals of cryptographic primitives necessary

for digital identity protection technologies. The cryptographic commitments, interactive proof

systems, zero-knowledge protocols and proofs of knowledge will be covered. All these primitives

are frequently used as the building blocks of more complex privacy-enhancing systems.

• Analyze state of the art in digital identity protection systems. Three domains related to

identity protection are selected and will be analyzed. The authentication protocols are selected

because they are the most frequently used cryptographic systems dealing with user identity.

The anonymous credentials are covered because they are considered by many documents to

be the future successors of classical authentication systems due to their privacy protection

features. The data collection systems were selected because they are complementary to above

systems as they protect privacy by restricting unauthorized data analysis and profiling. These

domains were also chosen due to their big potential for the usage of modern cryptography, in

particular of the proof of knowledge protocols.

• Design novel digital identity protection schemes. The outcomes of author’s research into mod-

ern cryptographic schemes will be presented. Novel schemes addressing problems of existing

systems will be described here in full details.

• Verify practical usability of systems proposed. The proposed theoretical systems will be an-

alyzed according to their practical implementability on low resource devices like smart-cards

and smart-phones.

1.3 Contribution

This text is designed and written to have both pedagogical and scientific contribution. Therefore,

it should serve the non-experts in the field of cryptography and students to gain basic knowledge of

concepts used in modern cryptographic systems. Furthermore, the chapters devoted to the state of

art analysis of digital identity protection systems are written in a way that allows readers to easily

understand how these systems work and what technologies they rely on. After these introductory

chapters, the text describes the outcomes of author’s own research into systems based on crypto-

graphic proofs of knowledge. Novel authentication schemes, anonymous credential systems and data

collection systems are presented there. The contribution of the text can be summarized as follows.

• Pedagogical contribution: Chap. 2 and 3 are written to have a pedagogical contribution in

the field of modern cryptography. The concepts of cryptographic commitments, interactive

proof systems, interactive proof arguments, zero-knowledge protocols and proofs of knowledge

are covered in Chap. 2. These concepts represent the fundamentals of modern cryptography

and the understanding of underlying theory is essential for understanding the digital identity

protection systems, that are covered later in Chap. 3. The latter chapter does not cover all

the cryptographic digital identity protection systems exhaustively. Instead of that, only three

areas most closely related to digital identity protection and the usage of modern cryptography

were selected. The existing technologies in strong authentication, anonymous credentials and

data collection systems are covered here. After reading Chap. 2 and 3, a reader should have

solid understanding of modern cryptographic digital identity protection systems and underlying

concepts.

• Scientific contribution: the Chap. 4 contains original author’s results in the domains identified
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and analyzed in Chap. 3. A novel protocol for strong authentication in physical access control

systems is presented in Sec. 4.1. A novel anonymous credential scheme is presented in Sec.

4.2. Finally, a novel scheme for privacy-friendly data collection is presented in Sec. 4.3. All

these outcomes are based on cryptographic fundamentals described in Chap. 2. Therefore, the

schemes proposed are very related according to their cryptographic structure and primitives

used, although they belong to different application areas. In particular, all schemes proposed

are based on cryptographic proofs of knowledge. To prove the readiness of the novel schemes

for a practical implementation, we also describe implementation results in Chap. 5.

1.3.1 Relation to Author’s Other Publications

This section provides a brief overview of past publications of this thesis’s author that are related

to this text. The cryptographic primitives, that are used for the construction of systems for the

protection of digital identity, have been intensively studied by the author in the past decade [6, 4,

16]. The links to relevant papers are provided throughout the text to provide further information.

This applies mainly to the introductory sections of this text, particularly Chap. 2, 3, where the

cryptographic primitives are introduced.

The chapters containing new results, namely Chap. 4 and 5, are based on recent original scientific

work of the author, in particular papers published in the period from 2012 to 2015 [14, 20, 17, 22, 16,

9, 18, 12, 21, 11, 10, 15]. The section devoted to anonymous credentials (Chap. 4, Sec. 4.2) is related

to author’s Ph.D. thesis [8] that covered attribute-based authentication protocols. In this section,

we build on the results of the Ph.D. thesis to construct a novel cryptographic scheme with improved

security (by providing protection against collusion attacks) and privacy protection (by preventing

unauthorized linkability of verification sessions). None of the results presented in this thesis was

published in the author’s Ph.D. thesis or any past author’s theses.

1.4 Structure

This text is structured into 6 chapters. The Chap. 1 Thesis Overview gives the general overview

of the scope and goals of the text. Sections describing motivation (Sec. 1.1), goals (Sec. 1.2),

contribution (Sec. 1.3) and text structure (Sec. 1.4) are contained.

The Chap. 2 Cryptography Fundamentals provides readers with the background from cryp-

tography necessary for understanding modern cryptographic proof of knowledge protocols and the

protocols for digital identity protection. Sections devoted to basic cryptographic primitives, namely

cryptographic commitments, interactive proof systems (IPS) and interactive arguments (IA), zero-

knowledge protocols (ZK) and proofs of knowledge (PK), are included.

In Chap. 3, the description of the current state and the analysis of existing systems are provided.

The cryptographic systems covered here are divided into three groups according to their purpose.

In this chapter, proofs of identity (Sec. 3.1), anonymous credentials (Sec. 3.2) and data collection

systems (Sec. 3.3) are covered.

Based on the current state analysis, novel protocols and schemes based on proofs of knowledge are

proposed in Chap. 4. New cryptographic schemes are described and their contribution is defended

in Sec. 4.1 (proofs of identity), 4.2 (anonymous credentials) and 4.3 (data collection systems).
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Our goal is to design and propose cryptographic technologies that are practical and usable on

off-the-shelf devices. To prove that fundamental cryptographic primitives and higher systems are not

only theoretical but also practically implementable on low-resource devices, we included Chap. 5. It

describes the implementation aspects of cryptographic primitives and of relevant systems.

The last Chap. 6 concludes the text.
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2 CRYPTOGRAPHY FUNDAMENTALS

This chapter contains the basic theory necessary for understanding the cryptographic protocols and

schemes used in the digital identity protection systems. In the full version of the thesis, we provide

a brief overview of existing primitives that are the fundamental building blocks of complex cryp-

tographic systems. We introduce basic constructions that are later combined into more complex

systems. We start with the description of multi-purpose primitives called cryptographic commit-

ments (Sec. 2.4), we proceed with the introduction of the concepts of interactive proof systems and

interactive arguments (Sec. 2.5). Using these concepts, we introduce the zero-knowledge protocols

in Sec. 2.6. The practical variants of zero-knowledge protocols, particularly the Σ-protocols, are

described in Sec. 2.7. The composition of zero-knowledge protocols into proof of knowledge systems,

that are the main cryptographic construction used in the thesis, is presented in Sec. 2.8.

2.1 Notation

We specify the notation used throughout the text here. We use the standard notation commonly

used in cryptography and applied mathematics. For various proofs of knowledge or representation,

we use the simplified CS notation introduced by Camenisch and Stadler [29]. The protocol for

proving the knowledge of discrete logarithm of c with respect to g is denoted as ”PK{α : c = gα}”.

The proof of discrete logarithm equivalence with respect to different generators g1, g2 is denoted as

”PK{α : c1 = gα1 ∧ c2 = gα2 }”. A signature by a traditional asymmetric signature scheme (e.g.,

RSA) of a user U on some data is denoted as ”SigU (data)”. The symbol ”:” means ”such that”, ”∀”
means ”for all”, ”|” means ”divides”, ”|x|” is the bitlength of x and ”x ∈R {0, 1}l” is a randomly

chosen bitstring of maximum length l. G denotes the respective group. The symbol ”ord(g)” denotes

the order of an element g in the respective group. The symbol ”H” denotes a hash function. The

symbol ”Z∗
p” denotes a modular multiplicative group with prime modulus p. The typical example of

such a group is the structure used by the DSA algorithm [40]. The symbol ”Z∗
n” denotes a modular

multiplicative group with composite modulus n. The typical example is the RSA group [45] where

n = rs and r, s are primes.

This text is devoted to cryptographic proofs of knowledge and their practical applications. The

proofs of knowledge are (usually) protocols running between two entities. Since the text includes

many examples of both existing and newly proposed protocols, we unify their description by using

a common layout. In Fig. 2.1, the placement of entities, shared values, private values, algorithms

running at only one side and messages interchanged is shown. Any block can be omitted or repeated

more times.
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Entity A Entity B
Shared, public inputs

A’s private inputs B’s private inputs

A’s private operations B’s private operations

Message from A to B
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

Message from B to A
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

A’s private operations B’s private operations

B’s output
−−−−−−−→

Fig. 2.1: Unified layout of protocol description.
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3 EXISTING SYSTEMS USING PROOFS OF KNOWL-

EDGE

In this chapter, we provide the overview of selected existing systems that are based on cryptographic

proofs of knowledge. We consider only systems directly related to digital identity protection, i.e.,

authentication and identification systems (Sec. 3.1), anonymous credential systems (Sec. 3.2) and

data collection systems (Sec. 3.3). This selection directly agrees with the structure of the Chap.

4 where novel systems are proposed. Therefore, this chapter can be considered a broad analysis

of existing systems related to our proposals. The detailed state of the art analyses with particular

focus on our contribution are included later in Chap. 4, ahead of sections where novel schemes are

proposed.

Even though we are focusing only on systems based on proofs of knowledge and providing digital

identity protection, it is impossible to cover all schemes available. Therefore, the chapter describes

the systems that are particularly important due to one or more reasons from the list below.

• Milestone proposals: we include systems that are particularly fundamental, first of their

kind.

• Existing practical implementation: systems, that are already implemented in existing

applications, are preferred due to practical scope of this text and its focus on implementations.

• Latest outcomes in the field: to illustrate the latest advances in the field, we also provide

readers with the description of some latest proposals, not older than 3 years.

3.1 Authentication and Identification Schemes

Authentication and identification schemes are cryptographic constructions that are particularly in-

teresting from the perspective of digital identity protection. Using these schemes, a user is able to

prove his identity to a verifier. The identity is being proven using users’ secrets, for example pass-

words, private keys, etc. Since the difference between authentication and identification schemes is

often unclear even in scientific literature, we provide the definition from [35] below.

• Authentication schemes: U can prove to V that he is U, but someone else cannot prove to V

that he is U.

• Identification schemes: U can prove to V that he is U, but V cannot prove to someone else

that he is U.

From the informal definition above we can see that the identification schemes have higher level of

user protection. While in authentication systems the dishonest verifier is able to impersonate users,

in identification systems this is not possible. The authentication schemes are often implemented

using symmetric cryptography in contrast to identification schemes, that are based on asymmetric

primitives.

We selected three schemes that illustrate both the fundamentals and latest advances in the area

of identification schemes. The Schnorr authentication scheme [46] is very simple, almost the same as

the proof of knowledge of a discrete logarithm protocol. Yet, it is one of the most frequently used

construction in digital identity protection systems even today. The Fiat-Shamir (FS) scheme is one of

the first identification schemes, it has been improved in many modifications and also implemented in
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real applications. While the Schnorr and FS scheme represent quite dated proposals (from 1990’s),

the Peeter-Hermans scheme represents a recent identification scheme that has additional privacy-

enhancing features. All examples provided in Sec. 3.1 are schemes designed for the implementation

in RFID identification systems. This is exactly the purpose of our novel protocol proposed in Chap.

4, Sec. 4.1.

3.2 Anonymous Credentials

Anonymous Attribute-Based Credentials (ABCs) allow users to anonymously prove the ownership of

their personal attributes. The attributes like age, citizenship, ticket ownership or driving license can

be proven anonymously and without anyone’s ability to trace or link the proving transactions. The

ABC schemes usually employ the following entities.

• Issuer (I): validates the applications for attributes, issues attributes to Users.

• User (U): gets issued an attribute from the Issuer and anonymously proves its possession to

Verifiers.

• Verifier (V): receives the attribute ownership proof generated by the User, verifies its validity.

• Revocation Referee (RR): revokes invalid attributes and credentials.

The entities engage in the following protocols.

• Issue Attribute: a User gets issued an attribute from an Issuer, based on past physical

interaction, electronic interaction or no communication at all. By issuing an attribute we

mean the issuance of a private key that can be used to prove attribute’s ownership.

• Prove Attribute: using the private attribute key obtained by the Issue Attribute protocol,

it is possible to build an attribute proof using the Prove Attribute protocol. The proof is

anonymized and randomized. By running the Prove Attribute protocol, the User proves his

ownership of attributes without disclosing any other personal information.

• Revoke: in special cases (e.g., attribute storage loss, theft or damage), the issued attributes can

be revoked or even the malicious Users can be de-anonymized. In that case, the proof transcript

is sent by the Verifier to a special revocation entity who decides about the justification and

type of revocation.

The entities and protocols used in ABCs are depicted in Fig. 3.1.

In the thesis, we cover the most well-known schemes that are based on proven cryptographic pro-

tocols and have working implementations. The Idemix from IBM [27] and U-Prove from Credentica

(Microsoft) [44] are covered. We provide only an introduction describing the basic functionality of

these schemes, since details on particular features that are important for our work and have relevance

to proposed schemes are covered in Chap. 4.

3.3 Group Signatures, Data Collection Schemes

In the past sections, we dealt mainly with identification and (attribute-based) authentication schemes.

These schemes allow users to construct proofs about their identity or personal attributes. However,

there are also systems where the requirement on the protection of digital identity is not so straight-

forward, but still very relevant. This is the case of group signature schemes (GS) and data collection
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Fig. 3.1: Architecture of ABCs.

Fig. 3.2: Principle of group signatures.

schemes (DC). In these schemes, data is being signed by a user to prove their origin, authenticity

and integrity. The examples of applications of group signatures and data collection schemes include

smart-metering, vehicular networks, sensor networks and cloud-based applications.

The group signatures, originally proposed in [31], are the analogy of standard digital signature

schemes. In contrast to standard signature schemes, data is not signed on behalf of a concrete user but

on behalf of a certain group. In a typical scenario, data is signed by a user belonging to some group

and the signature reveals only the information that it was created by a group member. However, the

concrete signer’s identity stays hidden. The identification is possible only in case disputes arise. In

that case, a trusted third party is employed to identify a concrete user that created the signature.

The group signatures are very useful in scenarios where we are interested more in the group origin

than the concrete authorship of data. The principle of a group signature is depicted in Fig. 3.2.

The group signatures are basic primitives that are usually used as the building blocks in more

complex cryptographic systems. Data collection systems are very often based on group signatures.

Here, many users send signed data to a central distribution center that verifies the group origin of

data, executes some processing and distributes anonymized results to another users. It is the typical

14



Fig. 3.3: Principle of data collection systems.

example of a many-to-one communication pattern-based system. In this system, both data integrity

and authenticity is assured without disclosing the identity of signers. The concrete examples of data

collection systems are the smart-metering systems, where data about consumption are collected from

households to providers, the vehicular networks, where data about traffic and accidents are collected

and distributed to drivers, or the cloud applications, where users’ data is sent from PCs to cloud

infrastructures for processing. All applications require privacy protection as well as data authenticity

and integrity at the same time. The principle of a general data collection system is depicted in Fig.

3.3.

The group signature schemes are the fundamental building blocks of many privacy-enhancing

schemes, including the data collection schemes. There is a large number of group signature schemes

that have been proposed in past 20 years, for example [46, 28, 25, 33, 37, 26, 32, 36, 38, 20]. In the

thesis, we cover only schemes that are particularly important for privacy-enhancing technologies and

introduce significant novel functionality. We informally describe Schnorr’s signature [46], Camenisch-

Lysyanskaya’s (CL) signature [28], Boneh, Boyen and Shacham’s (BBS) signature [25] and provide

an overview of other signatures and schemes.
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4 NOVEL SYSTEMS USING PROOFS OF KNOWL-

EDGE

This chapter contains the original work of the author, that is the proposals of three cryptographic

schemes based on the proof of knowledge protocols. Each scheme is designed for a different applica-

tion, namely the identification of users, attribute-based authentication using anonymous credentials

and data collection in vehicular networks.

4.1 Authentication and Identification Schemes

In this section, we provide the full description of a novel scheme for secure and privacy-friendly

identification in physical access control systems. The amended version of the text below is part of

the the official Secrypt 2015 conference proceedings [11] including further details.

4.1.1 Introduction to PACs

We use Physical Access Control systems (PACs) many times a day. We open parking lot gates,

office complex doors or operate elevators by attaching our chipcards or RFID (Radio Frequency

Identification) tags to electronic readers. Using PACs, the identification and authentication process

is easy and fast. The chipcard just transmits the identifier stored in its memory to the reader.

In more advanced systems, a cryptographic authentication protocol is additionally implemented to

avoid the eavesdropping of identifiers by attackers.

The general architecture of physical access control systems is described in this section. Regardless

the manufacturer, the existing commercial systems usually respect the architecture shown in Fig. 4.1.

Although some modifications might occur in concrete implementations, we will assume this ar-

chitecture because it sufficiently reflects the most of existing systems and perfectly reflects the im-

plementation we are aiming at with our scheme. We provide the list of key PAC entities and describe

their roles in the system here.

• User Device: a smartcard or a smartphone used by a user for authentication. The User

Device transmits the identifier or executes the authentication protocol with a reader via RFID

interface. The expected range is upto 5 centimeters.

• Reader: a simple device receiving the identifier or authentication data. In trivial implemen-

tations, the reader just re-sends data received by the RFID interface to Access Terminal via a

one-way Wiegand three-wire interface. In more complex implementations, the Reader is able

to verify the cryptographic data received and re-send user’s identifier only in case he provides

correct proofs. In this case, the Reader is often equipped by SAM (Secure Access Module).

Using SAM, the verification of cryptographic data might be faster and more secure due to the

use of special cryptographic co-processors. The SAM is usually realized by a programmable

smart-card, such as JavaCard [43] or MultOS card [39].

• Access Terminal: a device connected to Readers by a one-way Wiegand interface and to

Central Servers by a two-way interface (e.g., LAN). The Access Terminal maintains a list of

identifiers of authorized users. This list gets updated from Central Servers. After receiving
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Fig. 4.1: General architecture of physical access control systems.

an identifier from the Reader, the Terminal checks its presence on its list and decides about

authorization.

• Central Server: the Central Server is the central point of administration. Using Central

Server, it is possible to add, remove, block and manage all users. The information necessary

for authentication (user identifiers, their keys) are distributed to other devices from here.

• User Database: all user information is stored in a central database directly connected to the

Central Server.

The weakest point of the above described architecture from the security perspective is the com-

munication between the User Device and the Reader. That is due to its wireless nature and the fact

that it is not protected physically (like the other interfaces might be, for example by running wires

inside walls or private areas of the building). Therefore, most cryptographic protocols are aiming on

securing the communication between users’ smart-cards and SAMs inside Readers.

4.1.2 Our Contribution

We specify a novel cryptographic scheme called SPAC addressing the weaknesses of existing schemes.

In particular, the SPAC scheme is designed to provide the following features.

• Provable Security: our SPAC scheme is based on cryptographic primitives with provable

security, particularly on the interactive Schnorr-based proof of knowledge of discrete logarithm

[46] in the RSA group [45]. We provide the full security analysis in the thesis.

• Privacy Protection Features: the SPAC scheme provides features for the protection of

users’ privacy and digital identity, namely user ID hiding and authentication sessions unlinka-
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bility.

• Non-Repudiation: the SPAC scheme is based on asymmetric cryptography. The user is

proving his identity using a private cryptographic key known only by him, not by anyone else.

Therefore, users cannot repudiate their past transactions like in symmetric schemes.

• Local Key Storage: unlike existing schemes, the user authentication key is stored in user’s

device only, not in the verifier’s device. That makes the key protection much easier.

• Computational and Communication Efficiency: the SPAC scheme is computationally

efficient enough to run on low-resource devices like smart-cards and SAMs. The communication

is realized by a simple 3-way protocol.

4.1.3 SPAC Summary

In the full version of the thesis, we provide the cryptographic specification of a novel physical access

control scheme called SPAC. In comparison to existing schemes, SPAC is based on modern asymmetric

primitives, that provide features currently unavailable in existing systems, such as provable security,

local key storage, non-repudiation and authentication session randomization. The scheme is designed

to be practical even on low-resource devices, such as smart-cards. The scheme shows the practical

application of proof of knowledge protocols.

4.2 Anonymous Credentials

The full thesis contains the cryptographic specification of an original anonymous Attribute-Based

Credential scheme (ABC) based on proof of knowledge protocols. The scheme was designed to

address weaknesses of author’s past schemes presented in [14, 8]. The amended version of the text

below including further details is part of the official ACM CCS 2014 conference proceedings [9] and

author’s paper in the Security and Communication Networks journal published by Wiley [10].

4.2.1 Introduction to ABCs

By using attribute-based credentials, users can anonymously prove their possession of some attributes.

These attributes can represent any personal data such as age, citizenship or valid driver’s license.

In contrast to classical authentication, the identity of attribute holders is never released. Thus, the

verification process is anonymous and with many additional features protecting users’ privacy. To

provide user privacy, a verification session must be totally anonymous, unlinkable to other sessions

and revealing no personal or traceable information. In contrast to this requirement, some linking is

required in situations where the device containing credentials is lost, stolen or destroyed. In these

cases, the credential must be revoked so that it cannot be used any time in future. Furthermore, there

must be a mechanism for the identification of misbehaving users. The problem of existing attribute-

based credentials is that they do not support the revocation of credentials and the identification of

malicious users, if off-line, computationally weak devices (such as smart-cards) are used for storing

attributes. We provide a short overview of revocation techniques used in existing credential systems

in the thesis, together with reasons why we consider them impractical.
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4.2.2 Our Contribution

In paper [14], we described a novel ABC scheme with efficient revocation. In the thesis, we update the

scheme to be implementable with strong security even on devices not protected by hardware means.

That allows the implementation on devices like smart-phones. The update requires complex redesign

of the scheme and changes in both issuing and verifying protocols to avoid attacks on fixed value

discrete logarithm proofs [24]. While the new scheme is more secure and preserves all the features of

the original scheme (referred as HM12), we still consider the previous scheme more suitable for small,

smart-card-based implementations due to its higher performance. However, if computationally strong

devices like smart-phones are available as end-user devices, the scheme presented in this section is

the preferred choice.

The scheme presented in thesis is able to provide anonymous, unlinkable, untraceable attribute

verification. At the same time, a practical offline revocation mechanism is available. The scheme

presented in this text thus eliminates all major technical problems of existing schemes - the missing

unlinkability of verification sessions, the problematic revocation and the collusion attack susceptibil-

ity.

The scheme is particularly useful in physical access control (PAC) applications where offline,

low-performance user devices are used. The existing solutions have weaknesses in these applications,

since U-Prove protocol sessions are linkable unless many tokens are pre-issued, and Idemix lacks a

method for immediate revocation that is practical on offline, low-performance user devices.

4.2.3 ABC Summary

In the full version of the thesis, we describe an ABC scheme that is the evolution of our HM12 scheme

presented in [14]. The new scheme provides the cryptographic collusion protection at the cost of

higher computational requirements and higher complexity. In particular, the collusion protection

is achieved by requiring users to prove their knowledge of a discrete logarithm representation with

respect to generators that are unique per user. Providing both HM12 and this scheme allows service

providers to choose whether the system is protected by hardware means (that is the case of the HM12

scheme) or by cryptographic means (that is the case of the scheme presented here). Each approach

suits different applications depending on hardware, security requirements, type of services, etc.

4.3 Group Signatures, Data Collection Schemes

In the past sections, we showed how the proof of knowledge protocols can be used to construct

identification and attribute-based authentication schemes. Here, we show how a data collection

scheme can be easily obtained from an ABC scheme. We present a scheme for secure data collection

designed for vehicular networks. Using the scheme, traffic information can be collected from trusted

sources (registered users) without any privacy risks. The novel scheme, called SVANET (Simple

Vehicular Ad-Hoc Network), is built using modified protocols of our HM12 scheme described in [14].

The amended version of the text below is part of the the official Secrypt 2013 conference proceedings

[17] including further details.
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4.3.1 Introduction to VANETs

Vehicular Ad-hoc NETworks (VANETs) provide, so far mostly theoretically, mechanisms for the

communication among cars in daily traffic. By implementing VANETs, it would be possible to

share information about traffic accidents, road conditions, traffic density or road closures. Moreover,

VANETs would also allow easier monitoring of traffic in cities and on highways. This would improve

route planning. Improved traffic monitoring would significantly improve the efficiency, time demands

and ecology of traveling.

VANETs allow the communication among cars, which are equipped with special devices called

On-Board Units (OBUs). These built-on-purpose devices are wirelessly connected to stationary de-

vices along roads called Road-Side Units (RSUs). Additionally to vehicles with OBUs and RSUs,

many existing schemes also use additional third party entities (e.g., registration authorities, revo-

cation authorities, etc.). We consider this concept too complex and impractical for a real-world

implementation. It would be too demanding (both financially and logistically) to equip roads with

special electronic devices on side (RSUs). Also, it would be very difficult to equip all cars with new,

built-on-purpose devices (OBUs). Thus, we propose a new concept called SVANETs, which needs

only smart-phones in participating cars. By simplifying the concept of VANETs, we hope that these

communication networks will become more efficient and subsequently more commercially interesting

and easier to deploy.

The security of VANETs plays a crucial role in the whole system. First, it is necessary to

provide confidentiality and authenticity of messages. In addition to classical security requirements,

like the confidentiality and authenticity of messages, the VANETs must also provide new means of

privacy protection. Many security problems of existing VANETs are connected to the privacy of

users. It must be assured that drivers are not traceable by attackers or by any other entity in the

system. The protection of users’ privacy plays an important role when the system is about to be

deployed commercially and in a large scale. A system which allows the monitoring of drivers and

their unwanted tracing would be surely rejected by customers.

In the Sec. 4.3, we propose a novel cryptographic scheme which is both highly computationally

efficient and supporting all security requirements. It provides both the authenticity of messages and

the privacy of users. The cryptographic scheme described in the thesis is a practical representation

of the SVANET concept.

4.3.2 Our Contribution

Based on the analysis of existing schemes, we lack a practical scheme which is able to provide

both basic security features (message confidentiality and authenticity) as well as advanced privacy-

preserving features (in particular, the anonymity, untraceability and unlinkablity of drivers and no

trusted third parties).

In our proposal, we get rid of costly Road-Side Units (RSU) and replace On-Board Units (OBUs)

with users’ smart-phones. We call the new concept Simple VANETs (SVANETs). Our concept

supports both the basic security features, such as message confidentiality and authenticity, and

advanced privacy-enhancing features. Still, the scheme remains highly practical on mobile devices.
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4.3.3 SVANET Summary

The Sec. 4.3 in the full version of the thesis shows how the proof of knowledge protocols can be used

to construct a simple VANET scheme. Using our novel scheme called SVANET, traffic information

can be securely interchanged among cars without weakening user privacy. The scheme is a direct

application of the ABC scheme specified in [14]. If a better protection against collusion attacks is

required, the ABC scheme presented in the Sec. 4.2 can be used analogously.
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5 IMPLEMENTATION ASPECTS

All schemes presented in Chap. 4 were designed to be practically implementable on real, off-the-

shelf devices. Special attention was paid to provide not only theoretical constructions, but also

practical systems that can be directly deployed in real products. Therefore, computationally costly

operations, such as bilinear pairings, were ruled out from the architecture of schemes, although this

decision made the design more difficult. To prove the efficiency and implementability of our proposals

on real devices, we shortly analyze the implementation aspects of our cryptographic constructions in

this chapter.

5.1 Implementation of Primitive Operations

Although the schemes proposed are quite complex, they are built using the modular composition of

simpler protocols, mainly the proof of knowledge protocols. Furthermore, the proof of knowledge

protocols are the composition of modular arithmetic operations and simple cryptographic operations

like hash functions. In this section, we analyze the performance of the fundamental building blocks

on resource restricted devices like smart-cards and smart-phones.

The information presented in this chapter and further details can be found in author’s papers

[16, 18] presented at DPM 2013 and IWSEC 2014 conferences, both published in Springer LNCS.

Smart-cards

It was possible to implement all required operations on all selected cards with the exception

of MultOS ML2-80K-65 card which is lacking the support of 2048b modular exponentiation.

In many operations, the JavaCard Oberthur ID-one v7.0a is very fast (in particular, in ran-

dom number generation and 1024b modular exponentiation). Often, the bitlength of inputs

(cryptographic group size) does play a significant role, for example in the case of modular ex-

ponentiation. Thus, we recommend to plan ahead before implementing and choose the right

balance between speed and security (group size). Even with modern smart-cards, operations

in 2048 b groups might be too demanding. When implementing complex privacy-enhancing

schemes, operations in 2048 b groups would be probably too slow. Also, a big difference among

cards appears when the modular multiplication and non-modular operations are needed. This

is the case of all PK protocols where a group with unknown order is used (such as RSA group

[45], OU group [42]). Then, the MultOS cards are much faster than the rest due to their direct

support of these operations in API, in particular due to their built-in support of accelerated

modular multiplication.

Android Devices

It is no surprise that most operations are several hundred times faster on Android devices

than on smart-cards. All primitives can be easily implemented on Android. Due to the

high performance, we recommend using larger (and safer) 2048-bit groups and more recent

primitives (e.g., SHA-2 instead of SHA-1 or MD5).
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5.1.1 Pilot Results

Our attribute-based credential system described in [14], that has a structure based on primi-

tives similar to those used in schemes presented in this thesis, has been experimentally deployed

at the university during the fall semester of 2013. The goal of the pilot deployment was to

verify, whether the attribute-based credentials can be practically deployed for privacy-enabled

access control. An attribute indicating student group membership has been issued to 30 smart-

cards. Then, the students used the smart-cards to gain access to university laboratories. In

this pilot deployment, the students remained anonymous and untraceable while the university

had the ability to control access to its premises.

The attribute issuance phase is represented by the IssueAtt protocol and is realized via

communication between the student’s smart-card and the issuance terminal. The attribute

issuance took around 4.5 s, including the time necessary for user key generation and data

transfer. The operation needs to be done only once in a lifetime. After attribute issuance, the

students were able to use the smart-card to access laboratories. The access was granted after

successful completion of the ProveAtt protocol. The attribute proof generation and verification

took around 2.9 s, including the time necessary for session randomization, revocation check

and data transfer. During the pilot, the 1024 b version of all protocols was used. Using a

mobile phone as an authentication devices, the proving phase takes under 1 s.

5.2 Implementation Summary

We present the complete implementation of all necessary building blocks and all protocols of

the HM12 scheme, namely the attribute issuance protocol, the attribute verification protocol

and the revocation protocol. All protocols were implemented on the MultOS ML3 smart-cards

with only 16 b CPU and 2 kB of RAM available. We showed the results of our pilot deployment.

The HM12 scheme, presented by the author of this thesis in [14], is the fundamental building

block for our novel schemes presented in Chap. 4. The implementation results confirm that

our cryptographic schemes presented here are 1) practically implementable on widely available

hardware and 2) fully functional in real applications.
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6 CONCLUSION

The main purpose of this thesis was to 1) provide a comprehensive, unified description of

fundamental cryptographic constructions used in modern privacy-enhancing schemes, and 2)

propose novel schemes for the protection of digital identity with improved features. The

expected contribution is both pedagogical, i.e., to produce a missing study resource, and

scientific, i.e., to produce schemes with currently unavailable features.

The pedagogical contribution is addressed in Chap. 2 and Chap. 3 where we provide a

deep analysis of fundamental cryptographic building blocks used in systems for digital identity

protection. In particular, we explain the principles and analyze the features and security

aspects of commitment schemes, zero-knowledge protocols and proofs of knowledge about

discrete logarithms. These primitives are the crucial building blocks of most modern privacy-

enhancing schemes, not only those presented in this work. We also provide the overview of

schemes most related to digital identity protection, i.e. identification schemes (Sec. 3.1),

credential schemes (Sec. 3.2) and data collection schemes (Sec. 3.3). The sections in Chap. 2

and Chap. 3 contain necessary theoretical background to understand all the schemes presented

in later chapters and most of existing schemes based on cryptographic proofs of knowledge.

The text was written to serve the students of courses on modern cryptography, in particular

courses taught by the author in the Information Security program at Brno University of

Technology.

The scientific contribution is addressed in Chap. 4. Here, we propose novel cryptographic

schemes based on cryptographic proofs of knowledge introduced in earlier chapters. Although

applications in different domains are described, the common purpose of all schemes is digital

identity protection. Schemes for physical access control (Sec. 4.1), anonymous credentials

(Sec. 4.2) and secure data collection (Sec. 4.3) are proposed. All schemes presented have

been peer-reviewed and accepted for publication in an impacted journal or at a renowned

conference focused solely on cryptography. In addition to the theoretical verification by the

scientific community, we also present the implementation results in Chap. 5. The fundamental

building blocks were implemented and the performance was measured on low-resource devices.

The results prove the practical implementability of our schemes on existing hardware and can

be used to evaluate the performance of other schemes based on the same primitives.

Most of the schemes presented here are being implemented into products. The author of

the thesis and his team works further on improving the schemes and adding new features in

many projects involving both fundamental and applied research.
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LIST OF ABBREVIATIONS
Acronym Meaning Remark

3DES Triple Data Encryption Standard Block cipher.

ABC Attribute-Based Credentials Cryptographic schemes.

AES Advanced Encryption Standard Block cipher.

API Application Programming Interface

BBS Boneh Boyen Shacham Group signature.

CL Camenisch Lysyanskaya Group signature.

CPU Central Processing Unit

CS Camenisch Stadler Notation for proofs of knowledge.

DC Data Collection

DH Diffie-Hellman

DES Data Encryption Standard Block cipher.

DH Diffie Hellman

DL Discrete Logarithm

DSA Data Signature Algorithm Signature scheme in Digital Signature Standard.

E Encrypt

EC Elliptic Curve

ECC Elliptic Curve Cryptography

FS Fiat Shamir Heuristic for non-interactive proofs.

GCD Greatest Common Divisor

GDLP Generalized Discrete Logarithm Problem

GS Group Signature

HM12 HM12 Protocol ABC scheme.

HVZK Honest Verifier Zero Knowledge

I Issuer

IA Interactive Argument

ID Identifier

IPS Interactive Proof System

IPTM Interactive Pair of Turing Machines

ITM Interactive Turing Machine

KAC Key Authentication Center Entity in Schnorr’s authentication scheme.

LAN Local Area Network

NFC Near Field Communication

NIST National Institute for Standards and Technology U.S. Standardization body.

NIZK Non-Interactive Zero Knowledge

NP Non Polynomial

OBU On Board Unit

OU Okamoto Uchiyama Group used by Okamoto Uchiyama cryptosystem.

P Prover

P* Prover Any, even dishonest prover.

PAC Physical Access Control

PK Proof of Knowledge

PRNG Pseudo Random Number Generator

RAM Random Access Memory

RFID Radio Frequency Identification

RNG Random Number Generator

RR Revocation Referee

RSA Rivest Shamir Adleman Encryption/signature scheme.

RSU Road Side Unit

SAM Secure Access Module

SPAC Secure Privacy Access Control
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SPK Signature Proof of Knowledge Signature scheme based on PKs.

SRSA Strong RSA Assumption.

SVANETs Simple Vehicular Ad-Hoc Network

TTP Trusted Third Party

U User

UID Unique Identifier

V Verifier

V* Verifier Any, even dishonest prover.

VANETs Vehicular Ad-Hoc Networks

VE Verifiable Encryption

VLR Verifier-Local Revocation Revocation not affecting remaining users.

ZK Zero Knowledge
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ABSTRACT
This thesis deals with the fundamental building blocks of cryptographic systems for the protection
of digital identity, especially with the cryptographic proofs of knowledge. The first part of the text
contains the description and analysis of primitives used during the construction of modern protocols,
in particular the cryptographic commitment schemes, interactive proof systems, Σ-protocols and
proofs of knowledge. The analysis of primitives allows readers to understand current proposals
of protocols and schemes for the digital identity protection, such as authentication, identification,
access control systems, and systems with enhanced privacy protection, such as attribute-based
authentication systems or anonymous credentials. The first part of the text, which is written as a
complex introduction to the area of cryptographic protection of digital identity, contains also the
current state analysis.
In the next chapters, own cryptographic schemes based on aforementioned primitives are proposed.
The schemes for physical access control, attribute-based authentication and secure data collection
are specified. Using the proposals, the modularity and versatility of the primitives are demonstrated
in various applications. The main contributions of the schemes are novel privacy-enhancing fea-
tures and features for the identification of malicious users using revocation and de-anonymization
methods. The existing systems either lack these features completely or provide only inefficient
solutions that cannot be implemented on real devices. The efficiency of our methods is proven in
the final chapter devoted to implementation aspects.
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