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INTRODUCTION

User authentication is a service crucial for many electronic transactions. Without a secure verification
of users, it would be impossible to provide many services both on the Internet and during everyday
life. We need authentication services for the verification of identities and persons’ authorizations. The
most common examples of systems, where authentication is a fundamental service, are the electronic
banking systems, information systems or physical access systems. In addition to these fundamental
systems, there are many non-critical applications which are used on daily basis like employee 1D
cards, library cards or discount cards. With the steep increase of the number of services provided
electronically, it is reasonable to expect a strengthening demand for secure and reliable authentication
systems. On the other hand, it is not only the security of service providers what is needed to protect.
The security and privacy of users must be also protected. It is very important to keep in mind the
fact that users release a lot of personal information by using authentication services. Every time
we use an authentication system to get an access to a service, we release our identity, which can be
abused by the service providers for tracking our behavior, profiling our usage of the service or even
for impersonation. That is the reason why modern authentication systems provide privacy enhancing
features protecting users’ identities and private data. In this thesis, the aspects of existing privacy
enhancing authentication systems are analyzed and a new authentication scheme providing advanced
features for privacy protection is developed.

The classical authentication systems, like RADIUS, Diameter or Kerberos, are frequently used
for the identity verification. Based on the identity of a user, the system usually decides about the
authorization. Therefore, the primal goal of these systems is to provide a user with some secret
information and then do the verification of the possession of that secret. This approach is used
in most present authentication systems because it is simple and allows many variations based on
many forms of users’ secrets. The user passwords, secret keys, private asymmetric keys or even
biometric data can be used. The classical authentication systems provide a relatively safe way to
verify the identity of a user. On the other hand, underlying cryptographic primitives are usually
simple and don’t allow building mathematical proofs of security. That is the reason why more
complex authentication protocols have been developed in the end of 90’s.

The advanced authentication protocols allow a deeper mathematical analysis. These protocols
are usually based on assumptions about underlying cryptographic primitives. In authentication
systems, the use of so called Zero-Knowledge primitives have become very popular for the design
of new protocols. These primitives allow building mathematical proofs of security. It is possible to
prove that an authentication protocol based on Zero-Knowledge primitives releases exactly no more
information about a user than it is designed for. This is very useful because the user can be then sure
that no private information is released during the execution of the protocol. The Zero-Knowledge
protocols are used in many practical systems today. Even advanced systems, which provide not only
authentication but also more complex features, use the Zero-Knowledge cryptographic primitives. We
describe the cryptographic background in Section [3| and build a new system from related primitives
in Section [l

Unfortunately, the verification of user identity brings some risks. Let us leave out the risk of
stolen passwords or keys and let us consider the authentication protocols secure from this perspective.

Even in that case, the service providers always learn the identities of users who are trying to use their



services. The identities can be considered privacy-sensitive information, from the privacy-protecting
perspective it would be desirable that the service providers learn as little private information as
possible. With the information about users’ identities, it is possible to track users, analyze their
behavior and create user profiles. Based on this information, a more focused advertisement, prediction
of user behavior or even the revelation of other personal information can be done. In this thesis,
it is shown that more granularity to user authentication is needed. There are many services, like
libraries, video archives or private Internet databases, where the identity disclosure is not necessary
for authorization. In many cases, only the verification of some personal attributes (like age, license
possession or citizenship) is sufficient for receiving a service. In these cases, disclosing identity is
unnecessary and creates security risks. That is the reason why the attribute authentication systems
have been introduced. In these systems, only a user-selected subset of private attributes can be
disclosed. As a result, the users can stay anonymous during the use of services while their attributes
are securely verified. These systems provide the maximum level of privacy protection - the users can
reveal specifically only those private attributes which are needed by the service providers.

There are many reasons why the mentioned privacy preserving authentication systems are not
yet used in commercial systems. Among others, it is the unwillingness of service providers who don’t
want to provide their services to anonymous users. They want to protect their assets by being able to
revoke invalid users and identify malicious users. Unfortunately, it is very difficult to achieve privacy
and anonymity for honest users together with the ability to revoke and identify attackers. Currently,
none of existing systems provides reliable and practical revocation of malicious users. Therefore,
the goal of this thesis is to provide a cryptographic attribute authentication scheme with working
revocation features.

In this thesis, the main focus is put on the privacy-preserving attribute authentication systems.
They represent the most recent step in the development of authentication systems. To explicitly
show the difference between classical authentication and attribute authentication, the following two

definitions are included.

Classical Authentication [36]: “Entity authentication is the process whereby one party is assured
(through acquisition of corroborative evidence) of the identity of a second party involved in a pro-
tocol, and that the second has actually participated (i.e., is active at, or immediately prior to, the

time the evidence is acquired).”

Attribute Authentication: Attribute authentication is the process whereby one party is assured
(through acquisition of corroborative evidence) of the possession of particular attributes (like age,
citizenship or driving license ownership) of a second party involved in a protocol, and that the second

has actually participated (i.e., is active at, or immediately prior to, the time the evidence is acquired).

Chapter [I| describes the main competitors of the newly proposed cryptographic scheme which
are the U-Prove of Microsoft and Idemix of IBM. Chapter [2| defines the objectives of the thesis.
The requirements on the new authentication systems are stated here. The main output of this
thesis, the new attribute authentication scheme, is described in Chapter [} The information about
the implementation on a smart-card platform, performance results and formal security proofs are
provided in the full version of the thesis. The conclusion and proposals for future development are
given in Chapter



1 CURRENT STATE ANALYSIS

In the first part of this chapter, the existing revocation techniques are analyzed and their weaknesses
are described. To author’s best knowledge, there is currently no scheme providing practical, multi-
level revocation which is implementable on smart-cards.

In the second part of the chapter, the analysis of existing attribute authentication systems is
provided. Currently, there are only two schemes which provide attribute authentication capabilities
and have the potential to become widespread. They are the U-Prove and idemix, both analyzed in
this chapter. These systems, both supported by large I'T companies, are compared with the proposal.

The weaknesses and missing features, which make them less practical, are identified.

1.1 Existing Techniques for Revocation

Revocation, a feature crucial for both attribute issuers and service providers, allows an authentication
token to be revoked after its misuse, expiration, theft or loss. By omitting revocation, there is no
mechanism for revoking malicious users, stolen verification tokens or lost verification smart-cards.
Missing revocation is a strong reason why the service providers do not accept existing systems.
It is too dangerous for them to provide their assets without being able to revoke invalid users,
charge attackers for potential damage or identify clients who use stolen identities. The problem
of missing revocation has been unsuccessfully addressed by many authors in papers dealing with
privacy enhancing cryptography. A short overview of revocation techniques used in existing systems

is provided there together with reasons why they were found impractical.

Blacklisting of Token IDs

Some systems, for example U-Prove [37], use a token identifier embedded to each transaction. The
identifier is a public, unique and unchangeable number linked to the token. This number can be used
to revoke the token by putting it on a blacklist. Nevertheless, this approach destroys unlinkability
(the unique token identifier creates a link among all user’s verification sessions). Furthermore, a
token can be revoked only by verifiers who already saw the token before and there is no mechanism
for revoking tokens by their issuers. That is why the issuers have no power to revoke invalid, stolen

or expired tokens.

Blacklisting of Secrets

The technique for blacklisting of secrets, used, for example, in [21], allows an invalid token to be
revoked by using the knowledge of secret keys used for its construction. This technique can be used
in cases where secret keys of users are revealed and for example made public on the Internet. In that
case, a revocation authority can create a blacklist of these keys to prevent verifiers from accepting
tokens based on leaked keys. Nevertheless, this technique works only if the user secrets are revealed.
But in most cases, the secret keys never leave a protected device (like a smart-card), therefore they
cannot be revoked. Moreover, lost, stolen or expired tokens (e.g., stored on a smart-card) cannot be

revoked because their secret keys never become public.



Epochs of Lifetime

Epochs of lifetime are the official revocation technique of idemix [29]. Here, a credential carries an
epoch of validity as a special attribute. In this case, the verifier can check whether the credential
is fresh. The user is required to renew his credential for every new epoch. The disadvantage of
this mechanism is that the revocation of credentials is never immediate, the revoker must wait until
their expiration and the issuer must stop issuing new credentials to revoked users. The second
major disadvantage is that the user must periodically run the issuance protocol with the issuer (or

designated entity) to update his credential.

Accumulator Proofs

The most recent technique, analyzed in [35], allows both issuers and verifiers to revoke tokens im-
mediately by publishing so called whitelists. In this technique, a user must provide a proof that his
token is included on a list of valid tokens. This can be done anonymously and efficiently using so
called accumulators which accumulate all non-revoked users. Most efficient techniques are based on
bilinear maps [25] [38], 41} 25]. The disadvantage of these solutions is that the user must update his
secrets every time any other user is revoked from the system. This is not a big problem when the
user uses an on-line computer for his verification. On the other hand, if the user uses only an off-line
device, like a smart-card, then he is unable to update his secrets. Therefore, the user is unable to
use his token after some other users are revoked from the system. The objective of this thesis is to
provide a system which can be used for everyday verification in libraries, pubs or hotels, therefore
the smart-card implementation is crucial. That is the reason why the accumulator based techniques

are considered impractical.

Verifiable Encryption of Secrets

The user identity or personal secrets can be encrypted inside a token in such a manner that only a
trusted authority can do the revocation or identity disclosure by decryption. In this case, the system
might be considered insecure from the perspective of a user who does not fully trust the authority.
In fact, this is a likely problem since users would not welcome a scheme where a fixed third party
can learn all information about their verification sessions, including their identities. In practical
scenarios, the user would have no choice from more trusted authorities. This even more degrades his
trust in such a dictated authority. Furthermore, there is a problem with unlinkability because the
verifiable encryption must be randomized for each session, which might be inefficient. Even though
mentioned in some papers, this technique has not been used for revocation in any well-known system

for anonymous attribute authentication.

1.2 Existing Attribute Authentication Systems

There are two privacy preserving authentication systems which have the potential of getting largely
widespread. They are the idemix of IBM [29] and the U-Prove of Microsoft [37].

Let us start with Microsoft’s U-Prove scheme developed by Stefan Brands [19]. Using U-Prove,
a user can run the issuing protocol with an issuer to get a token with requested attributes. Then,

the token can be presented to a service provider, who is able to verify the attributes and their



Tab. 1.1: Comparison to existing privacy preserving schemes.

U-Prove Idemix Proposed

Security DL sRSA DL
Anonymity . ° °
Attributes . ° °
Untraceability ) . .
Selective disclosure . ° °
Smart-cards 0] . °
Practical revocation 0] (0) °
Anonymity revocation 0] O °
Speed (14u) exp. | (94+u) exp. 6 exp.

Glossary: O = Unsupported, @ = Supported.

ownership. The user might decide to reveal only a subset of attributes. A hardware device might
be enforced to participate during the presentation protocol. The scheme provides user anonymity,
since the verifier is unable to identify a user who is presenting an attribute (if the user wishes so).
Similarly, the issuer is unable to trace issued tokens. Nevertheless, the scheme does not provide
the unlinkability of verification sessions, the recommendation of U-Prove authors is to use a different
token for every verification session. This solution certainly works if the user has a computer connected
to a network always available. In that case, he has enough resources to recompute tokens for every
verification session. U-Prove also does not provide efficient revocation. It is possible to revoke tokens
using their IDs, nevertheless this destroys unlinkability and is not available for Issuers. Unofficial
mechanisms [20] need on-line token updates, thus require users’ devices connected to the Internet and
are computationally inefficient. The solution is also impractical for computationally slow devices.
U-Prove does not seem to aim to the verification based solely on smart-cards. Unfortunately, many
systems (e.g. [45, [46]) have this limitation too, because they are unable to provide a user with a
long-term token which can be spent many times without being linkable.

The attacks using linking of verification sessions are not applicable to credential systems. These
systems were introduced by Chaum [34], improved by Camenisch and Lysyanskaya [26], 27] and since
then they have been redefined or improved many times to become idemix of IBM [29]. Similarly to
U-Prove, these systems allow a user to be verified as a member of an organization, more generally as
a holder of an attribute. This can be done efficiently, anonymously, untraceably a provably securely.
There is also no need for token re-registration, computation delegation or communication with third
party entities. The system has already been implemented in both computer and smart-card envi-
ronment [33] 2I]. Unlike U-Prove, idemix can run solely on smart-cards (JavaCards) without losing
unlinkability. That is the reason why idemix can be implemented as an elD, where the verification
sessions cannot be linked together. Nevertheless, also idemix lacks some important features. The
basic revocation of users is still not fully resolved, since the initial proposal [26] is too computa-
tionally inefficient for a smart-card implementation, more recent solutions require credential updates
[35] 28, 29], are not supported by current smart-card platforms [38] 41] or both [25]. Furthermore, the
idemix does not provide mechanisms for the identification of malicious users. This feature has been
proposed, but is not implementable on smart-cards due to high complexity [26], or is focused rather

on accountability and the fulfillment of a predefined contract [24]. Full identification of internal mali-



cious users is considered very important in this thesis, since it protects service providers’ assets. It is
supposed that any system lacking the ability to identify and charge malicious users cannot be widely
accepted by commercial service providers. Moreover, the verification time of idemix implementation
[21] is around 10 s for the basic versionﬂ Although it is a dramatical improvement in comparison to
previous schemes, it can be still considered quite a long time for verification in a real life.

An overview of features supported by the proposed scheme and its main competitors, U-Prove and
idemix, is provided in Table In Speed row, the letter “u” represents the number of undisclosed
attributes. Speed is measured by the number of exponentiations (exp). The comparison is based on

information from the official U-Prove [37] and idemix [29] 21] specification.

1JCOP v2.2/41, restricted attribute security model, no revocation, no malicious user identification.
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2 THESIS OBJECTIVES

The general objective of this thesis is to provide more privacy and identity protection in user authen-
tication. Although it may sound contradictory to provide both privacy and authentication, there
are systems which partially allow that. With attribute authentication systems, it is possible that
users only prove the possession of some personal attributes (for example age, citizenship or driving
license ownership) without disclosing their identity. More types of systems can be called attribute
authentication systems. Therefore, the analysis of existing systems is the first objective of this thesis.
The most promising ones, credential schemes and anonymous tokens, are introduced in Chapter
Unfortunately, these complex cryptographic systems do not provide all required features. Therefore,
the main objective of this thesis is to design a new cryptographic scheme which will support all

following privacy preserving features.

e Security: the novel scheme will be built using strong cryptographic primitives.

e Anonymity: the scheme will protect user’s identity by providing anonymity during the veri-
fication session.

e Untraceability: no entity in the scheme will be able to trace a particular user.

e Selective disclosure of attributes: users will be able to disclose and prove the possession
of any subset of their private attributes.

e Non-transferability: user’s will be strongly discouraged by used cryptography from lending
their attributes to other entities.

e Practical, complexr revocation: invalid credentials will be revocable and malicious users

will be traceable or even identifiable while honest users will stay anonymous.

The above enlisted privacy enhancing features are partially supported by existing systems. From
these features, revocation is very hard to obtain. For revocation, some authority or authorities must
be able to reveal all sessions of a particular user and invalidate them. This virtually contradicts
anonymity, untraceability and unlinkability. Currently, satisfactory revocation is not supported by
existing practical solutions. The new scheme for attribute authentication designed in this thesis will
provide all required features, including revocation.

Furthermore, it is necessary to provide guarantees for service providers that the new system
cannot be abused by users who want to exploit anonymity. Such guarantees are not provided by
existing systems which leads to their rejection by the commercial sector. Therefore, a complex
revocation of malicious user anonymity must be provided and users’ responsibility for their acts must
be assured.

By providing all mentioned privacy-enhancing features, particularly the practical revocation, it
will be possible to construct new practical authentication systems which will be protecting user

privacy and digital identity much more than current solutions do.
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3 CRYPTOGRAPHY AND NOTATION

This chapter describes the cryptographic constructions and the notation used in this thesis. The
cryptographic primitives are described here because they are used in subsequent chapters describing
the related work and the proposed scheme. Most cryptographic primitives use the concept of provable
security. In this concept, mathematical models giving proofs about primitives’ features can be built.
Thus, it is possible to build proofs about the security of protocols. The primitives used in this
thesis are shown here together with related proofs and definitions. The notation is also described
here because it is used not only in chapters devoted to the novel scheme design but also during the
analysis of most related systems.

The first construction, cryptographic commitments, is used in cases where a user needs to commit
to a number without disclosing it. Two versions of commitments are shown here, the computationally
hiding and perfectly binding commitments and the perfectly hiding and computationally binding
commitments. Then, the ¥-protocols are introduced. They represent an efficient and practical variant
of ZK protocols. The X-protocols for proofs of knowledge, representation and discrete logarithm
equivalence are described in next sections because they are very frequently used in Chapter [4l Using
above mentioned primitives, more complex constructions can be built. The Okamoto-Uchiyama
Trapdoor One-Way Function and Bao’s Verifiable Encryption are described as they are used in the

design of the proposed scheme.

3.1 Used Cryptographic Primitives

Most cryptographic primitives described in this section exist in more variants. In this thesis, the
variants working with modular arithmetics and groups where a discrete logarithm is hard to compute

are used.

3.1.1 DL Commitments

To commit to a secret value w < ¢, where ¢ is a large prime, we use a simple computationally hiding
and perfectly binding commitment. Let p : g|p — 1 be a large prime and g a generator of order ¢ in
Z,. Then, ¢ = g* mod p is a simple commitment scheme secure under the DL assumption. After
publishing ¢, the secret w is computationally hidden (hiding property) but the committer is perfectly
bound to his w (binding property) and unable to change w without changing c.

3.1.2 X-protocols

Y-protocols [22] can be used for proving the knowledge of secrets and for proving the construction
correctness without leaking additional information. We use the protocols described in [30] to prove
the knowledge of a discrete logarithm (the protocol PK{a : ¢ = g“}), discrete logarithm equivalence
(the protocol PK{a : ¢1 = ¢g{ A ca = ¢g5}) and discrete logarithm representation with respect to
public generators (the protocol PK{(a, 3,7) : ¢ = g‘f‘gg g3}). These protocols can be translated to
full zero-knowledge protocols [23] thus they can be proven to leak no more information than intended.
They can run non-interactively with computational security using [32]. With some restrictions, the

protocols can be used in groups with hidden order by sending answers in Z [31]. Various types of

12



Tab. 3.1: Overview of used cryptographic constructions.

Construction H Group ‘ Where Used ‘ Notation ‘
DL Commitments DSA R ¢ = commit(w)

Proofs of Knowledge DSA,OU | R PK{w:c=g"}

Proofs of Representation DSA,OU | V PK{w,w' :c= g}“ggw,}
Proofs of DL Equivalence || DSA, OU | R, V PK{w:c1 =g’ Nea=g3'}
OU Trapdoor OWF (0)V) R, Rev c=g" modn

Verifiable Encryption ou V, Rev VE{z:c=4¢"}

Glossary:
OU: Okamoto Uchiyama [43]
DSA: Digital Signature Algorithm [39]
OWF: One-Way Function

R, V, Rev: Registration, Verification and Revocation protocol of the proposed scheme

proofs of knowledge and a framework for creating proofs can be found in [30].

3.1.3 Okamoto-Uchiyama Trapdoor One-Way Function

2

Let n = r?s and r,s be large primes. Pick g € Z, such that g mod r? is a primitive element of

Zy,. Then ¢ = g* mod n is a trapdoor one-way function with r as a trapdoor. Value z can be
((c""*mod r?) — 1) /r
((g"'mod r2) —1)/r
factorization of n is hard [43]. Size recommendations for n are the same as for RSA [44].

computed using the trapdoor as z = mod r [43]. The function is secure if the

3.1.4 Bao’s Verifiable Encryption

The above mentioned primitives are used in Bao’s Verifiable Encryption (VE) scheme [18] for dis-
crete logarithms. Using VE, a Prover is able to convince a Verifier about the correctness of given
encryption of discrete logarithm of some public value. Although the Verifier cannot decrypt, he is
convinced that some other entity, which is able to decrypt, will really get the correct discrete loga-
rithm of the given public value after the decryption. The idea is to put the exponent as an input to
the Okamoto-Uchiyama function and prove the discrete log equivalence between the original public
value and the output of the OU function. After seeing such a proof, the Verifier is convinced without
actually seeing the exponent. Later, a third person who knows the OU trapdoor can invert the

function and get the exponent (decrypt).

The overview of used cryptographic constructions and their placement in the scheme proposed in
Chapter (] is in Table

3.2 Notation

The notation common in cryptographic protocol design is used in this thesis. The same notation is

used for both the related work description and the novel scheme design description.

13



A Discrete Logarithm (DL) commitment ¢ to a value w is denoted as ¢ = commit(w). For various
proofs of knowledge or representation, the efficient notation introduced by Camenisch and Stadler
[30] is used. The first step of PK protocols is denoted as PKgiep1. Bao’s Verifiable Encryption of
x inside ¢ = ¢g* mod n is denoted as VE{x : ¢ = g*}. A signature using some PKI by a user U on

some data is denoted as Sigy(data). The symbol “” means “such that”, “|”

means “divides”, “al|b”
is the concatenation of strings a and b, “|z|” is the bitlength of 2 and “z € {0,1}"” is a randomly
chosen bitstring of maximum bitlength I. “z € Z,” denotes a randomly chosen integer less than g.

“Zy” denotes an integer multiplicative group modulo g.

14



4 NOVEL SCHEME FOR ATTRIBUTE AUTHENTICATION

The cryptographic design of a novel scheme for attribute authentication is provided in this chapter.
The proposed attribute authentication scheme supports the basic functionality of anonymously prov-
ing the possession of attributes. Additionally, the scheme provides the privacy-enhancing features

defined in the thesis objectives chapter. Namely, following features are provided.

Security

Anonymity

Untraceability

Selective disclosure of attributes

e Non-transferability

e Practical, complex revocation

It is shown in the Chapter [2] that it is very difficult to provide some of the above specified features.
Especially, the revocation feature is very difficult to support. Even the most advanced schemes, like
U-Prove and idemix, do not support both this feature. The goal of the new scheme proposal is
to fix this problem and provide all features. Moreover, the scheme design is focused on providing
more complex revocation so that service providers are more willing to use the newly designed system
in practical scenarios. That is the reason why a scalable revocation mechanism is provided in the
proposed scheme. For a practical system, it is also very important to be computationally efficient.
Thus, the proposed scheme is designed to be as fast as possible on weak devices such as smart-cards.

The proposed scheme is built on cryptographic constructions defined in Chapter |3 The crypto-
graphic commitments, proofs of knowledge (PK) and verifiable encryption (VE) are frequently used.
All constructions are based on the discrete logarithm (DL) assumption. Two domains (multiplicative
groups) are used. They are the DSA subgroup modulo prime p and the Okamoto-Uchiyama sub-
group modulo prime product n. Although multiple subgroups are used, the reader might still use the
description of cryptographic constructions in the Chapter (3| as a reference. The properties and mech-
anisms remain the same for all used settings (distinguished by different moduli). The cryptographic
background is specified before the actual scheme is described.

Additionally to DSA subgroup, the Okamoto-Uchiyama group is used. The difference is mainly
in the used modulus and in the fact that the group order is hidden in OU group. Therefore, the third
message of Y-protocols, the answer, must be sent as a non-reduced integer instead of the reduced
answer in Z, sent in the DSA version. The OU group, used in proofs of knowledge and verifiable
encryptions, can be easily identified by used modulus n. The full scheme is based on following

assumptions.

Assumptions

The Generalized Discrete Logarithm Problem (GDLP) assumption
Based on [36] it is assumed that given a finite cyclic group GE] of order ¢, a generator g and an
element § € G it is hard to find an integer 0 < x < ¢ — 1 such that ¢ = .

Factorization hardness assumption

n our case, the DSA and OU group.

15



Based on [43] it is assumed that it is hard to factor n = r2s, where r, s are large safe primes.

The DSA subgroup, introduced in Chapter [3| is defined by public parameters h (generator), ¢
(prime order) and p (prime modulus). The OU group is defined by public bases g1, g2, g3 and product
modulus n such that n = r2s, where primes r, s are secret. The commitments, proofs of knowledge,
proofs of DL equivalence and verifiable encryptions are used in the full scheme. All primitives are
defined in the Chapter [3| which can be used as a cryptographic reference. The difference between the
DSA subgroup, from which all examples in Chapter [3] come, and groups with hidden order is mainly
in sending the final answer in integers. The communication pattern remains, further information can
be found in [31, 1§].

4.1 Additional Contribution

In this chapter, an attribute authentication scheme with practical, efficient multi-level revocation is
provided. From user’s perspective, the scheme is extremely efficient, providing following features.
These features are additional to the privacy-enhancing features defined in Chapter [2] and their pur-

pose is to further enhance privacy and practicality of the scheme.

e Practical Revocation
— Immediate Revocation: there is no need to wait for the token lifetime expiration,
tokens can be revoked immediately.
— Issuer and Verifier Revocation: revocation is available to both attribute issuers and

verifiers. Any of these entities can initiate the revocation process.

Verifier Local Revocation (VLR): valid users do not have to update their tokens or
download any values after some other users are revoked.
— Practical Revocation: computational complexity of the verification protocol does not
depend on the number of revoked users.

e Scalability: computational complexity of the verification protocol does not depend on the
number of all users.

e Off-line Verification: the verification session runs between the user and verifier only. There
is no need to contact other parties.

e Computationally Efficient Verification: the verification protocol with a revocation check
needs only 6 modular exponentiations, 6 multiplications and 4 additions. The complexity of

the protocol does not depend on the number of undisclosed attributes?

The token revocation is an extremely important feature but in some cases it is not enough to just
revoke users from the system. In cases where damage was done, the service providers need a mecha-
nism for learning the identity of attackers to make them responsible. More granularity to revocation
is added to the scheme by allowing the revocation of particular privacy enhancing features. The

revocation of following features is supported.

2The protocol independence on undisclosed attributes seems obvious and easy to provide but is currently missing in

leading related schemes.
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e Token Validity Revocation: in most practical cases, like token expiration, loss or theft, the
token can be revoked without identifying the owner.
e Anonymity Revocation: in critical policy breaches, it is possible to revoke the anonymity

of a user to make him responsible for his acts.

It is acknowledged that these revocation features must be strongly protected against a misuse.
That is the reason why the ability to do revocation is spread over more entities. In the system, the
issuer, verifier and a third authority must cooperate to revoke any privacy enhancing feature. By
such distribution, the probability of misusing the revocation by a single authority is limited. To
provide more security (and user trust in the system), the third party can be distributed using multi-
party computations. Moreover, the user should have the freedom to choose his own attribute issuer
among many commercial subjects, therefore, he does not have to trust a fixed designated revocation

authority but rather liberally choose an entity he trusts most.

4.2 General Overview

There are 4 types of players in the scheme. They are the User (U), Issuer (I), Verifier (V) and Public
Authority (PA). Their roles are described in the following section.

e User: a player who wants to get verified using a smart-card with a token issued by I and PA.
e Issuer: a player who issues attributes to users and collaborates during revocation. There are
more Issuers, the Issuer can be chosen by the User depending on his preferences and trust.

e Verifier: a player who verifies Users’ attributes and collaborates during revocation.
e Public Authority: a (distributed) entity that issues tokens to Users and collaborates during

revocation.

The scheme is based on the interaction among these four entities. The User owns a smart-card with
a token construction created using information from both PA and Issuer. The token can be used for
attribute authentication, since the Verifier is able to check token’s validity. This is done without the
revelation of User’s real identity. But when the User breaks some rules of the Verifier, e.g. destroys
some data, the Verifier can ask the Issuer and Public Authority to “open” the token and reveal the
identity of the User. The User is then held responsible for his past behavior. There are more levels
of User revocation (from token revocation to anonymity revocation) and PA is trusted not to revoke
tokens in unjustified cases.

The scheme provides security features which prevent entities from misusing their powers. V alone,
I alone or PA alone cannot track or identify a User at all. PA cannot falsely accuse a particular User,
but has to be trusted not to misuse its data for accusing random Users during revocation. To lower
such trust, distributed PA can be introduced. Only the joint cooperation of V, I and PA can do the
revocation, by sharing their inputs.

The scheme consists of 4 protocols - setup, registration (attribute issuance), verification and
optional revocation. User’s goal of the registration is to get data from I and PA necessary to construct

the token. The token is then used during the Verification phase to prove User’s membership, attribute
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Fig. 4.1: Communication pattern of proposed scheme.

ownership or any other authorization given by I's organization. In case of disputes, loss of a smart-
card or system policy breaches, the revocation phase can be introduced. Based on the level of
dispute, the User can be removed, traced or identified. The revocation is possible only if I, V and
PA cooperate, assuming PA cooperates only in cases where sufficient policy violation logs are given

by V’s organization. The communication pattern is depicted in Figure

4.3 Cryptographic Design

The scheme consists of four protocols: Setup, Registration Protocol, Verification Protocol and Re-

vocation Protocol.

Setup

The goal of the setup phase is to generate all necessary initial parameters. It is assumed that a
public key infrastructure and valid keypairs for the User and Issuer exist. They will be used during
registration. The security parameters are k,l,m (k is the length of the challenge/hash function
used, [ relates to the length of Users’ secrets, and m is the verification error parameter). The
Issuer generates the DSA subgroup G defined by a large prime modulus p, generator h of prime
order q : |g| = [ and ¢|p — 1. The Public Authority generates groups G1,Gs for the Okamoto-
Uchiyama Trapdoor One-Way Function. Gi,G3 are defined by the modulus n = r?s with 7, s
large primes (|r| > 350,|r| > 2I,|n| > 1024), generators g1,93 €r Z, of order ord(g; mod r?) =
ord(gs mod r?) = r(r — 1) in Z%, and ord(g1) = ord(gs) = rr's’ in Zj. PA also randomly chooses its
secrets S1, S : |S1| = 1,195 mod ¢(n)| = I and GCD(Sy, #(n)) = 1. Finally, PA computes a token
A= gf ! mod n (public, common for all Users) and a value g = gf 2 mod n. There might be more
types of tokens (different A;’s) related to different attributes Users want to prove. In that case, each
unique A; represents one attribute, e.g. nationality, driving permission or legal voting ageﬂ These
attributes can be aggregated together by multiplying modn. In the rest of the paper, only one A

representing a general group membership is considered for simplicity.

3 A represents a unique attribute. A public list of available attributes and their assigned values of A should be

maintained by PA.
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The values q,p, h,n, g1, g2, g3, A are made public, while r,s, S1,S2 are securely stored at PA or

secretly shared in PA’s distributed environment.

Registration Protocol

We assume a secure, authenticated (non-anonymous) channel between the User and the Issuer during
the registration phase. The User randomly chooses a secret value w shorter than [ bits, makes a signed
commitment cy to it and proves the knowledge of log;, c¢r to the Issuer. The User binds his identity to
the commitment by the signature. The Issuer might require additional actions like payments, proofs
of authorization by another entity or, for example, proofs of some (e.g. driving) license possession.
When the Issuer does all the checks and allows the User to get the attribute, the User gets his
commitment back, signed by the Issuer. After this step, all communication of the User is anonymous
if he adheres to the rules.

In the second step, the user must get information necessary to construct the private key (w, w’).
These values form the discrete logarithm representation of A with respect to generators (g1, g2)
so that A = gi"gﬁ”/ mod n holds. The values (w,w’) cannot be computed by the User because he
does not know S7 and the factorization of n. But it cannot be provided by PA either since these
keys must be known by the User only. Therefore, the key is computed jointly so that PA does not
learn (w,w’) but U doe The User’s smart-card computes a credential seed A’ = g}”g;} U mod n
where wy; €r {0, 1} is User’s random contribution to the key. User sends A’,c; and I’s signature
to PA and proves that the key part w is present in both A’ and ¢;. This can be proven in zero-
knowledge using PK{w : ¢; = h* modp A A" = gi”g;}b mod n}. PA verifies the proof, check if ¢;

is not used by any other user and answers with his key contribution w,. The w/, is computed
(((A* A=Y mod n)"~! mod r2 — 1)/r

(g5 ' mod r2 —1)/r
User’s smart-card sets w’ = w}, + w)p, and stores the credential (A, (w,w’)).

as W, = mod r so that A = gi”g;”l’g;”” mod n holds. The

By using the described registration protocol, all Users share the same A for a particular attribute
but use different keys. Users are stuck to their keys, because without S1, S2, ¢(n) they are unable to
compute different valid keys. The registration protocol is depicted in Figure

Verification Protocol

The verification protocol runs over an anonymous channel (using either anonymous routing or smart-
cards). The User proves the knowledge of representation of A using (w,w’). By doing so, he remains
completely anonymous, since the proof of representation can be a Zero-Knowledge protocol. To get
the ability to revoke invalid Users, a subprotocol must be added. User cannot give a commitment
to his w, since this would make his sessions linkable. Therefore, he creates a verifiable encryption of
the randomness used in the first step of the proof of representation protocol (denoted as PKgtept).
Such encryption will be always different, thus untraceable. Nevertheless, if decrypted by PA; it can
be used to trace a User or even to identify him. The User has to prove that the randomness in VE
is the same as the one used in the proof of representation. PA is not involved during the verification

at all, therefore the verification, including the revocation check, can run off-line. The protocol is

“Due to security reasons, (w,w") are never accessible to users directly but are stored in smart-card’s protected

memory. Keys are never extracted, all operations involving them are done on the smart-card.
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Fig. 4.2: Registration Protocol
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VE{r) : PKgsep1 = 9195 }

Fig. 4.3: Simplified verification.

depicted in Figure A detailed description of the verification protocol with all the checks needed

to support revocation is given in Figure [£.4]

Revocation Protocol

The revocation protocol is the fundamental part of the system, assuming a good balance between
anonymity and accountability is required. Practical credential schemes [29, [37] do not implement
scalable revocation and theoretical proposals [26] are not efficient enough to be implementable. In
the proposed scheme, there is no way of identifying or tracing a User unless more entities cooperate.
The verification protocol transcript must be given to (distributed) PA entity with an evidence of a
breach of a policy. PA can then decide what type of revocation will be applied: revocation or identity
revelation. Revocation can be done by PA, but in the case of identity revelation, the real identity
is readable only to the Issuer (previously chosen by the User), so no unnecessary data about Users

ever leak, even if Users break Verifier’s policies.

Revocation (Token Revocation): PA, using its secret factorization of n, can decrypt the ran-
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Fig. 4.4: Verification protocol (optimized).

domness inside VEﬂ thus it can get User’s unique wﬁ (but not the real identity!). To prevent identity
revelation, PA can release a commitment to w in the form of rev = g5’ mod n. Using rev, the Verifier
can always check whether the User has been revoked or not without de-anonymizing the User. The

revocation check is described in Figure [4.4

Identity Revelation (Anonymity Revocation): in the worst cases of rule breaking, PA can
reveal w to the Issuer, who can compute an adequate commitment c¢; = h"* mod p and charge the

User who signed that commitment during the registration.

The above described Revocation Protocol provides full anonymity to honest users. Malicious
users, whose communication is submitted to one of three types of revocation, can be revealed, because
their secret keys can be disclosed by PA. In our design, PA is trusted not to disclose User’s secrets if
insufficient policy violation proofs are submitted. It is the next goal of following research to design
a scheme were such a trust in PA is removed. In the time of writing this thesis, a solution based on

disclosing commitments of keys is being developed.

(c5 ' mod r? —1)/r
(g5~ mod r2 — 1) /r
4.4} User’s secret can be obtained as w = ((r1 — z1)ert) mod r

SWith respect to Figure mod r

, randomness is obtained as r1 =

SWith respect to Figure
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In this chapter, the novel scheme for anonymous attribute authentication was presented. Using
the scheme, a User can anonymously convince a Verifier about the possession of an attribute, typically
about the authorization to use services. By staying anonymous and having the control over all released
data, the users can protect their privacy during the verification process. The full scheme supports all
required features, so far supported only individually, in one practical solution, which is even easily
implementable on smart-cards. Additionally to being computationally efficient, the scheme can be
proven secureﬂ since it is based on strong cryptographic primitives, mostly proofs of knowledge or
representation, Okamoto-Uchiyama OWF and DL commitments.

Additionally, features unavailable before are included, mainly scalable and implementable revo-
cation with malicious user identity revelation. These new features make the scheme acceptable by

service providers, without whose support any scheme is without a chance for being widely accepted.

"Security depends also on underlying tools, like the anonymous routing protocol (TOR) and the smart-card.
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5 CONCLUSION

The main objective of this thesis is to bring more privacy and digital identity protection to user
authentication. This intention is motivated by the increasing number of new types of services and
technologies which bring new threats to our privacy and digital identity. Technologies like electronic
IDs, cloud services or ubiquitous smart-cards intensively work with our personal data although we
cannot be sure if the protection is adequately high. Thus, a novel cryptographic scheme assuring
personal data protection is proposed in this thesis. The scheme directly reacts on official U.S. and
EU requests [42), [40] for new authentication services with the support of user-centric, attribute-based
approach to authentication. Besides privacy-enhancing features, the proposed scheme provides also
higher security because it is built on strong cryptographic constructions with provable features.

The proposed scheme is based on a new concept called attribute authentication. In this concept,
a user can give proofs not only about his identity but also about the possession of attributes. The
attributes represent any personal data, e.g. age, citizenship or nationality. With the increasing
number of services, where identity disclosure is not necessary but the verification of some attribute
is required, the user can anonymously prove that he is a justified holder of that attribute. By
using attribute authentication, honest users can give proofs about their age, nationality or any
authorization while staying completely anonymous. To protect assets of verifiers, the scheme allows
the de-anonymization of malicious users so that they can be held responsible for their behavior.
By allowing attribute authentication, the users can precisely manage what personal data are being
released and are assured that the verifier is unable to identify, trace and profile their behavior.

An extensive analysis of current state in the field of cryptographic privacy protection is provided
in this thesis. Due to missing support of privacy protection in classical protocols like RADIUS, EAP
or Diameter, more advanced cryptosystems have been analyzed. The most promising technologies,
U-Prove and idemix, were examined. Major weaknesses were found in these systems, namely missing
revocation feature.

Due to the absence of these important features, a new scheme supporting all privacy-enhancing
features including advanced revocation was designed. Particularly, it is the revocation feature, which
virtually prevented existing systems from being commercially enrolled. Revocation was the main
topic of many research papers from the last decade but it has been still unresolved, especially on
low-performance, off-line devices. Without revocation, it is impossible to revoke invalid, expired, lost
or stolen authentication tokens. The scheme presented in this thesis is the first solution which is both
providing practical revocation and highly practical on devices like smart-cards. With the proposed
scheme, it is now possible to significantly enhance the privacy of users of electronic services. The
solution is the first one which provides strong authentication with privacy protection together with
the protection of service providers. Moreover, the scheme is practical on devices like off-line smart-
cards which allows the application to electronic IDs.

An extensive verification of the proposed scheme is presented in the full version of the thesis. Both
theoretical and practical verification is included. Three key properties, soundness, completeness and
anonymity of verification phase, are formally proven. The scheme is verified on a mathematical
model using Mathematica software. An experimental smart-card implementation of the verification
phase is provided. The time of verification is around 30% faster than in related existing implemen-

tations. The results have been published at international conferences, awarded prizes (Keymaker
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2011, Brno Ph.D. Talent, Fulbright Stipend) and presented at key institutions (University of Min-
nesota, National Institute of Standards and Technology (NIST), USA, Goethe-University Frankfurt
(ABC4Trust Project Leader), DE).

Although the proposed scheme is fully functional, there is a potential for future development. The
full implementation has been currently started as a TACR project with a commercial partner. Also,
there are several aspects of the scheme which can be cryptographically improved. These aspects are
being investigated by the author and foreign partners. The goal is improving the verification and
revocation procedure so that user keys are not fully learnt by PA, more attributes are proven more
quickly and the trust in key entities like PA is even more lowered. All these three improvements are

the core subjects of follow-up research.
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ABSTRACT

This dissertation thesis deals with the cryptographic constructions for user authentication. Rather than classical
authentication protocols which allow only the identity verification, the attribute authentication systems are the main
topic of this thesis. The attribute authentication systems allow users to give proofs about the possession of personal
attributes. These attributes can represent any personal information, for example age, nationality or birthplace. The
attribute ownership can be proven anonymously and with the support of many features for digital identity protection.
These features include, e.g., untraceability, selective disclosure of attributes or efficient revocation. Currently, the
attribute authentication systems are considered to be the successors of existing authentication systems by the official
strategies of USA (NSTIC) and EU (ENISA). The necessary features are partially provided by existing cryptographic
concepts like U-Prove and idemix. But at this moment, there is no system providing all privacy-enhancing features
which is implementable on computationally restricted devices like smart-cards. Among all weaknesses of existing
systems, the absence of practical revocation is the most critical one. Without this features, it is currently impossible
to invalidate expired users, lost or stolen authentication cards and cards of malicious users. Therefore, a new
cryptographic scheme is proposed in this thesis to fix the weaknesses of existing schemes. The resulting scheme,
which is based on established primitives like 3-protocols for proofs of knowledge, cryptographic commitments and
verifiable encryption, supports all privacy-enhancing features. At the same time, the scheme is easily implementable
on smart-cards. This thesis includes the full cryptographic specification, the formal verification of key properties,
the mathematical model for functional verification in Mathematica software and the experimental implementation
on .NET smart-cards. Although the scheme supports all privacy-enhancing features which are missing in related
work, the computational complexity is the same or lower, thus the time of verification is shorter than in existing
systems. With all these features and properties, the resulting scheme can significantly improve the privacy of users
during their verification, especially when used in electronic ID systems, access systems or Internet services.
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